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28. When employees from VCE 4 attempted (via email) to verify the identity of the
individual listed as the owner of VCE 4 Account 2, the account owner represented to employees
from VCE 4 that the source of funds was the owner’s investments. Employees from VCE 4
followed up with the owner of VCE 4 Account 2 and asked the owner to provide a bank or
investment statement to support that the source of funds within the account was from the owner’s
investments. The owner did not respond and never contacted VCE 4 again. As a result, VCE 4
froze VCE 4 Account 2. In the end, the owner of VCE 4 Account 2 abandoned the account with
approximately $155,000 worth of virtual currency in it.

29.  When employees from VCE 4 attempted to verify the identity of the individual
named on the account for VCE 4 Account 3, the owner never responded. VCE 4 froze that account.
It had no balance at the time, as all of the funds had been withdrawn previously.

30. The XMR deposited into VCE 4 Account 2 and VCE 4 Account 3 was all converted
to BTC and then withdrawn, consistent with chain hopping. The same method was used to
liquidate the funds from the VCE 1 accounts as described above.

iii. Deposits into MORGAN s Accounts at VCE 7

31.  According to records provided by VCE 7 (and as illustrated above in paragraph 25),
VCE 4 Account 3 deposited BTC into two accounts owned by MORGAN: one account in
MORGAN’s name (“Morgan’s VCE 7 Account”) and one in the name of her company, SalesFolk
LLC (“SalesFolk™) (“Morgan’s SalesFolk VCE 7 Account”). MORGAN responded to VCE 7’s
requests for KYC verification by using SalesFolk email addresses in MORGAN’s name (Morgan
Email 1) and initials (Morgan Email 2). In those communications, MORGAN sent SalesFolk’s
incorporation documents and advised VCE 7 that she was the sole owner of SalesFolk. Records
from VCE 7 also indicated that another email address containing MORGAN’s name (Morgan
Email 3) was connected to the two accounts under MORGAN’s name and company details at VCE
7.

32. As described in more detail below, MORGAN advised representatives from VCE
7 that SalesFolk accepted BTC as payment from customers. However, special agents were unable
to corroborate MORGAN’s statement with any actual payment details or publicly available
information about SalesFolk’s acceptance of BTC as payment, with one exception, an account in
SalesFolk’s name at BTC PSP 1. That account received approximately $130,000 worth of virtual
currency from a single company (“Shell Company 1), which claimed to operate out of Hong
Kong. The payment was purportedly for advertising services. However, Shell Company 1 had no
website, and investigators were unable to identify any legitimate business activity by Shell
Company 1, much less any advertising.

iv. LICHTENSTEIN and MORGAN's Misrepresentations to VCE 7

33. According to the records provided by VCE 7, LICHTENSTEIN’s VCE 7 Account
and MORGAN’s two VCE 7 accounts (Lichtenstein’s VCE 7 Account, Morgan’s VCE 7 Account,
and Morgan’s SalesFolk VCE 7 Account) shared logins from the same IP addresses that
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investigators geo-located to New York. In total, their three accounts at VCE 7 received around
$2.9 million worth of BTC for the approximate period of March 1, 2017, to October 24, 2021, all
after the hack of Victim VCE. Nearly all of the BTC received was converted to fiat currency and
withdrawn to U.S. financial institution (USFI)*® accounts held by MORGAN and
LICHTENSTEIN. Business records show that the three primary financial accounts used by
MORGAN to receive fiat currency that had been converted from BTC were all opened after the
hack of Victim VCE.

34.  Records from VCE 7 also showed that MORGAN and LICHTENSTEIN both
provided false information to VCE 7 in relation to their accounts. More specifically, as part of
VCE 7’s AML/KYC policies, employees from VCE 7 asked LICHTENSTEIN various questions
about his source of funds, his business, and the nature of his account at VCE 7 (Lichtenstein’s
VCE 7 Account). According to records provided by VCE 7, LICHTENSTEIN represented via
email to VCE 7 that he would be using his VCE 7 account to trade only his own virtual currency
that he had acquired as a result of his early investment in BTC. Specifically, on February 27,2017,
LICHTENSTEIN wrote the following to representatives from VCE 7: “Hi, I’'m a tech entrepreneur
and [BTC] early adopter since acquiring my first BTC in 2011. I’m looking to diversify a bit
ahead of the ETF decision and sell about 100BTC. Please let me know the next steps to move
forward. All trades I would execute are from my own personal funds, the LLC is simply there to
manage my trading assets.”

35. As noted above, according to the public blockchain and records obtained from
VCEs, the primary source of funding for LICHTENSTEIN’s VCE 7 account came from the
aforementioned VCE 4 accounts (i.e., the VCE accounts tied to Russian identity documents),
opened after the hack of Victim VCE, not from early investment earnings.

36. In response to a VCE 7 representative’s request for additional information about
his company Demandpath LLC, LICHTENSTEIN stated that Demandpath LLC was a “simple
single-member LLC,” and so it did not have “articles of incorporation or a board of directors.”
LICHTENSTEIN also stated that he was the “sole beneficiary with 100% ownership.”

37. As noted above, MORGAN had two accounts at VCE 7: a retail account and an
institutional account. MORGAN represented via email to VCE 7 that she would be using her
accounts at VCE 7 to receive funds from her business clients and also to transact with her own
virtual currency. MORGAN claimed that the source of digital assets that would be deposited in
her institutional account would be virtual currency that she had received in 2014 and 2015 from
LICHTENSTEIN. This claim is belied by the blockchain, which shows that her virtual currency
accounts received the bulk of deposits from the above-referenced accounts at VCE 4 and received
none from identifiable business clients. This fraud is documented as follows:

a. On August 28, 2018, MORGAN reached out to VCE 7 representatives in regard to
her retail account, asking for a limit increase (i.e., she wanted to transact in higher

26 Though VCEs are financial institutions under the Bank Secrecy Act, USFI is used in this affidavit to refer to non-
VCE financial institutions, such as banks.
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volume and was being blocked from doing so). MORGAN stated, “I tried to do a
withdrawal for $8000 to my bank account that I sold in order to pay some upcoming
bills, and was told that I could only transfer $500 a day via ACH or $15,000/month
via wire.”

. Then, in or around June 2019, MORGAN applied for her institutional account. On
June 27, 2019, a representative from VCE 7 reached out to MORGAN for
information about how her business (SalesFolk) interacts with virtual currency and
how her new institutional account would be used. MORGAN responded:
“SalesFolk has some B2B customers that pay with cryptocurrency. Additionally, I
also have some personal cryptocurrency of my own that I would like to sell to
finance the development of some new software that we are beginning to build.
Because the company is an LLC taxed as an S corp it has pass-through taxation and
I am the sole owner. I was going to use some of my personal crypto to fund out
new software projects.”

On July 1, 2019, MORGAN stated that SalesFolk was not a financial institution,
and so she does not manage her customers’ money in any way. “[SalesFolk’s
customers are] just B2B companies buying software and/or sales/email marketing
consulting services from us, typically around $8500 or less per contract/invoice, so
we haven’t been doing any KYC on them.”

On July 2, 2019, a representative from VCE 7 asked MORGAN some follow-up
questions about how MORGAN came to own the digital assets that would be
deposited into her new institutional account. Morgan stated, “My boyfriend (now
husband) gifted me cryptocurrency over several years (2014, 2015,), [sic] which
have appreciated. I have been keeping them in cold storage.”

On January 15, 2020, a representative from VCE 7 reached out to MORGAN for
monthly funding amounts, trading volume, and transactional activity for the
account going forward. MORGAN replied that she anticipated that monthly
funding activity would be approximately “10-30K USD” and the trading volume
would be “10-20k on average.”

As previously stated, although MORGAN advised representatives from VCE 7 that
SalesFolk received virtual currency from some of her customers, investigators were
not able to locate anything on the SalesFolk website referencing accepting or
dealing with cryptocurrency. While it is possible that SalesFolk received virtual
currency, based on my experience, companies that do offer virtual currency as a
payment method or in conjunction with another service often advertise it to attract
more business. To date, investigators have not identified any evidence that
SalesFolk in fact received any such virtual currency payments from purported
SalesFolks customers, other than the payments from Shell Company 1 discussed
above. Based on my training and experience, it appears that MORGAN actually
switched her VCE 7 account to a business account from a personal account in order
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to receive less scrutiny from VCE 7 about her transactions as she liquidated her
BTC in greater volume.

38. In sum, MORGAN and LICHTENSTEIN each advised VCE 7 that the source of
the BTC deposited into their accounts came from their own investments dating to before 2015.
However, detailed blockchain analysis, as illustrated in part above, revealed that the primary
source of the BTC was the VCE 4 accounts that were opened in 2017 after the hack. These facts
contradict MORGAN’s and LICHTENSTEIN’s representations to VCE 7 about the source of the
funds.

39. Records obtained from other VCEs and traditional financial institutions revealed
that MORGAN and LICHTENSTEIN made similar deceptive statements to other financial

institutions over the course of their conspiracy.

v. Deposits into LICHTENSTEIN s and MORGAN’s Accounts at VCE 8

40. According to records provided by VCE 8, two accounts at VCE 8 were owned by
LICHTENSTEIN, with one in the name of Demandpath (“Lichtenstein’s VCE 8 Account 1”’) and
the other in the name of Endpass (“Lichtenstein’s VCE 8 Account 2”).

41. The records also showed that LICHTENSTEIN represented via email to VCE 8 that
he would be using his VCE 8 account to trade virtual currency that he had acquired as a result of
his early investment in BTC and altcoins.?’” In reality, according to VCE 8 records and the
blockchain, LICHTENSTEIN’s VCE 8 Account 1 received the bulk of its funds directly, and
indirectly, from the above-referenced VCE 4 accounts.

42.  Areview of Demandpath’s public website revealed that it consists of approximately
two sentences of text about the company, an address in New York, and a contact email account.
No other public information about Demandpath could be located.

43.  According to records provided by a USFI (“USFI 5”), from approximately
November 2018 to August 2019, Endpass had a bank account at USFI 5. These records also
showed that LICHTENSTEIN and MORGAN had multiple other business accounts at USFI 5.

44.  LICHTENSTEIN and MORGAN provided statements and certain documentation
to support opening their USF1 5 accounts, representing that customer payments into the account
would be processed by a U.S.-based financial services and software-as-a-service company. A
review of the transactions in and out of this account, as supported by the business records and the
BTC blockchain, indicate that the purported Endpass account was not used for this purpose at all,
as it conducted zero transactions via this financial services business. Rather, for the period of
March 2018 to October 2020, the bulk of the funds received were from approximately five wires
from VCE 8, totaling over $758,000. The only other significant deposit to the account was an

27 Altcoin is a term used for virtual currency other than BTC.
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approximately $11,000 U.S. Small Business Administration Paycheck Protection Program (PPP)
loan advance provided in response to the COVID-19 crisis.

vi. Following the Flow of Funds from Cluster’® 36B6mu to Accounts Owned by
LICHTENSTEIN and MORGAN

45.  While conducting detailed blockchain analysis, investigators observed the
importance of a specific BTC cluster (“Cluster 36B6mu”). This cluster was frequently used as an
intermediary cluster between VCEs withdrawing BTC and VCE accounts owned by
LICHTENSTEIN and MORGAN. This is shown in more detail below.

46. From on or about February 11, 2019, to December 14, 2020, approximately 177.116
BTC flowed through Cluster 36B6mu. A major funding source of Cluster 36B6mu was VCE 4
Account 2 and VCE 4 Account 3. The destination of BTC sent by Cluster 36B6mu was ultimately
accounts owned by LICHTENSTEIN and MORGAN.

47.  On or about May 3, 2020, Cluster 36B6mu sent approximately 0.057 BTC directly
to VCE 10. VCE 10 is a business that sells prepaid gift cards in exchange for BTC. Records from
VCE 10 showed that this specific transaction was for the purchase of a $500 gift card to Walmart
from an account registered with an email address hosted by a provider in Russia and conducted
via an [P address resolving to a New York City-based cloud service provider (“Cloud Provider
1’). Records from Cloud Provider 1 showed that the IP address was leased by an account in the
name of LICHTENSTEIN and tied to Lichtenstein Email 1.

48. The chart below shows the movement of funds from Cluster 36B6mu to VCE 10
and the purchase of the $500 gift card:

28 A cluster is a grouping of addresses believed to be contained within a single wallet.
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49. Records showed that portions of the $500 gift card were then redeemed through
three transactions for personal items via the Walmart iPhone application. Each of the three
redemptions were conducted online under MORGAN’s name, using one of MORGAN’s email
addresses, and providing MORGAN and LICHTENSTEIN’s home address for delivery.

50.  Cluster 36B6mu directly sent BTC to VCE 10 for the purchase of prepaid gift cards
on approximately 16 occasions, including the one described above. Although the VCE 10 accounts

were registered with multiple email addresses, all but one transaction was conducted from the same
Cloud Provider IP address owned by LICHTENSTEIN.

III. LICHTENSTEIN’s Cloud Storage Account

51.  Lichtenstein Email 2 was held at a U.S.-based provider that offered email as well
as cloud storage services, among other products. In 2021, agents obtained a copy of the contents
of the cloud storage account pursuant to a search warrant. Upon reviewing the contents of the
account, agents confirmed that the account was used by LICHTENSTEIN. However, a significant
portion of the files were encrypted.
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52. On or about January 31, 2022, law enforcement was able to decrypt several key
files contained within the account. Most notably, the account contained a file listing all of the
addresses within Wallet ICGA4s and their corresponding private keys. Using this information,
law enforcement seized the remaining contents of the wallet, totaling approximately 94,636 BTC,
presently worth $3.629 billion, as described above. The chart below singles out, with an arrow,
Wallet ICGAA4s:

Victim VCE 119,751 B71c

Stolen BTC

!

____________ Wallet
----- 1CGAds

a, AlphaBay Market

53. LICHTENSTEIN’s cloud storage account also contained the account spreadsheet,
discussed in the preceding subsections, detailing the log-in information and status of accounts at
numerous VCEs, including a notation of which accounts had been frozen or emptied. As explained
above, many of these accounts received stolen funds from Victim VCE.

54.  Furthermore, LICHTENSTEIN’s cloud storage account also contained a folder
named “personas.” The “personas” folder contained biographical information and identification
documents for numerous individuals. The account also included a text file named
“passport_ideas” that included links to different darknet vendor accounts that appeared to be
offering passports or identification cards for sale.

55. LICHTENSTEIN’s cloud storage account contained a folder holding data files for
numerous financial institutions with notes that appear to be reconnaissance of potential laundering
avenues. For example, a document for Alfa-Bank describes the bank as a “sketchy Russian
oligarch bank™ and includes notes about log-in procedures.
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IV. LICHTENSTEIN and MORGAN’s Actions Obstructed Lawful Functions of FinCEN

56.  Based on my training and experience, I am aware that the Bank Secrecy Act (BSA)
and its implementing regulations require financial institutions, including VCEs, to establish and
maintain programs designed to detect and report suspicious activity, and to maintain certain
records “where they have a high degree of usefulness in criminal, tax, or regulatory investigations
or proceedings.” 31 U.S.C. § 5311. Among other things, VCE and USFIs are required to comply
with regulations requiring them “to report any suspicious transaction relevant to a possible
violation of law or regulation.” 31 U.S.C. § 5318(g)(1). Specifically, VCEs and USFIs must “file
with the Treasury Department, to the extent and in the manner required by this section, a report of
any suspicious transaction relevant to a possible violation of law or regulation.” 31 C.F.R.
§ 1022.320(a)(1). This requirement may be triggered by transactions believed to involve funds
derived from illegal activity or intended to hide or disguise funds or assets derived from illegal
activity; transactions that serve no business or apparent lawful purpose, and for which the VCE
knows of no reasonable explanation after examining the available facts; or transactions that involve
the use of the virtual currency exchange to facilitate criminal activity. Id. § 1022.320(a)(2)(1), (ii1),
(iv). Such reports are commonly known as Suspicious Activity Reports (“SARs”).

57. The Financial Crimes Enforcement Network (“FinCEN™), a division of the U.S.
Department of Treasury, is responsible for the implementation, administration, and enforcement
of the Bank Secrecy Act. FinCEN’s mission is “to safeguard the financial system from illicit use,
combat money laundering and its related crimes including terrorism, and promote national security
through the strategic use of financial authorities and the collection, analysis, and dissemination of
financial intelligence.” FinCEN is headquartered in Washington, D.C.

58. At the time of the relevant activity described above, USFI 5, VCE 1, VCE 4, VCE
5, VCE 7, VCE 8, VCE 9, and VCE 10 were financial institutions doing business in the United
States, subject to the Bank Secrecy Act, and were registered with FinCEN. According to records
provided by two VCEs, LICHTENSTEIN expressed his knowledge of these regulations in
communications with the VCEs, telling one VCE that he chose to do business with it “to ensure
that I am trading fiat in a regulated, compliant exchange,” and telling another VCE that his sources
of funds included ““other regulated cryptocurrency exchanges.” MORGAN similarly conveyed
familiarity with these regulations, advising VCE 7 that, because SalesFolk was not a financial
institution managing customers’ funds, “we haven’t been doing any KYC on [SalesFolk
customers].”

59.  During the course of the conspiracy, LICHTENSTEIN and MORGAN repeatedly
provided false information to and deceived the VCEs and other financial institutions regarding the
source of their funds and the nature of their transactions. One purpose of these deceptions was to
frustrate the VCEs’ due diligence efforts and thereby prevent the transmission of SARs mandated
under the Bank Secrecy Act to FinCEN and the U.S. Department of the Treasury in Washington,
D.C. A sample of such deceptions are included in the paragraphs above.

19



V. Conclusion

60.  Based on the foregoing, your affiant submits that there is probable cause to believe
that ILYA “DUTCH” LICHTENSTEIN and HEATHER MORGAN violated 18 U.S.C. § 1956(h),
which makes it a crime in relevant part to conspire to conduct or attempt to conduct a financial
transaction involving the proceeds of specified unlawful activity, knowing that the property
involved in the financial transaction represents the proceeds of some form of unlawful activity,
and knowing that the transaction is designed in whole or in part to conceal or disguise the nature,
location, source, ownership, or control of the proceeds of specified unlawful activity. For purposes
of this section, specified unlawful activity includes wire fraud, in violation of 18 U.S.C. § 1343,
and computer fraud and abuse, in violation of 18 U.S.C. § 1030.

61. Your affiant submits there is also probable cause to believe that ILYA “DUTCH”
LICHTENSTEIN and HEATHER MORGAN violated 18 U.S.C. § 371, which makes it a crime
in relevant part for two or more persons to conspire to defraud the United States, or any agency
thereof, in any manner or for any purpose, and to do any act to effect the object of the conspiracy.
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Christopher Janczewski
Special Agent
IRS-Criminal Investigation
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